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FOREWORD 

                                                                 

 

Councillor David Jenkins  

(EXECUTIVE BOARD MEMBER: RISK 

MANAGEMENT) 

I am pleased to present our 6th Risk 

Management and Contingency Planning 

Strategy 2018-2022. We are facing 

increasing challenges due to the savage 

cutbacks in public spending and are 

constantly having to look at developing 

new and better ways of working in 

addition to delivering key projects as 

outlined in "Moving Forward in 

Carmarthenshire: the next 5 years”. 

 

Consequently our approach to risk 

management becomes increasingly 

important as new ideas and change often 

requires taking risks. Appropriate 

management of those risks allows us to 

take advantage of new and exciting 

opportunities enabling us to maintain 

service levels at an acceptable standard 

and deliver our ambitious plans to further 

develop and sustain Carmarthenshire’s 

future prosperity. 

February 8, 2018 

Chris Moore  

(DIRECTOR OF CORPORATE SERVICES) 

 

This strategy outlines our priorities for 

2018-2022 and shows how risk 

management will contribute to achieving 

the Council’s objectives. 

As the Director with responsibility for this 

key area, I recognise that risk 

management can contribute to achieving 

our vision, protecting our front line 

services and supporting a socially 

sustainable economic environment. 
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Introduction 

Risk Management is an integral part of the Council’s business and our approach needs to 

meet new challenges in an ever-changing world. This is the 6th Risk Management and 

Business Continuity Strategy. 

 

DEFINITIONS OF RISK 

 

“Risk is the threat that an event or action 
will adversely affect an organisation’s 
ability to achieve its objectives”1 

“Risk can be the failure to take advantage 
of opportunities to enable the 
organisation to best achieve its objectives. 

 

DEFINITION OF RISK MANAGEMENT 

 

“Risk management is the process by which 
risks and opportunities are identified, 
evaluated, prioritised, monitored and 
managed” 

 

RISK MANAGEMENT CYCLE 

 

 

 

This Council has always recognized the benefit of being proactive with the management of 

risk and has, since its beginning, invested funds to identify and minimize risks. The 

advantage of such investments can be quantified in both financial and non-financial terms. 

Effective risk management needs to be integrated into the culture of the organisation and 

must anticipate and respond to changing social, environmental and legislative needs as 

well as changes in the internal environment.  

The new strategy has been developed to define our approach to both Risk Management 

and Contingency Planning. 

                                                                    
1 Audit Commission 

Analyse

Action

MonitorControl

Identify
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Our Statutory Context 

Welsh Government’s Seven Well-Being 
Goals of the Future Generations Act 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The Well-being of Future Generations 

(Wales) Act (2015) requires each public 

body to carry out sustainable 

development, which means the process 

of improving the economic, social, 

environmental and cultural well-being 

of Wales. Risk management will be an 

important part of how a public body 

meets its obligations under the Act.   

“the role of risk management will be 

an important part of how a public 

body Builds a Better Council and 

Makes better use of Resources”.  

 

Carmarthenshire County Council 

has 15 Well-being Objectives 

drawn from the seven Well-Being 

Goals identified in the Welsh 

Government’s Future 

Generations Act.  

Risk Management, as a Strategic 

function will feed into all 15 with 

its work with the departments, 

although we will directly 

contribute to the following : - 

 Promote Welsh Language 

and Culture 

 Governance and 
 Use of Resources 
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KEY PRIORITIES 

In line with our support for the delivery of the corporate 

strategy we have identified the following as the key 

priorities for Risk Management
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GOVERNANCE ARRANGEMENTS 

 

“A clear framework is in place to manage corporate and project risks, with dedicated senior 
political and officer leadership and risk champions at departmental level. Risks are overseen by 
a risk management steering group which includes political representation from the Council’s 
Executive “2 

 

 

The Risk Management Steering Group 

and the four working groups continue to 

be very proactive and focused on key 

developments. The Steering Group meets 

on a quarterly basis and the minutes of 

its meetings are referred to the Executive 

Board, the Audit Committee and the 

Corporate Management Board. It also 

monitors the Corporate Risk Register and 

reports this to the Corporate 

                                                                    
2 Corporate Assessment Report 2015 Carmarthenshire County Council – Wales Audit Office 

Management Team and Audit Committee 

on a half yearly basis.  

 To allow the Risk Management 

Steering Group to have a strategic 

focus, the Transport Risks 

Working Group and the Property 

& Liability Risks Working Group 

consider issues at an operational 

level, undertaking detailed 

Risk 
Management 

Steering 
Group

Executive 
Board

Audit 
Committee

Corporate 
Management 

Team

Transport 
Risk 

Working 
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Property & 
Liability 

Risk 
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monitoring of risks and being pro-

active in identifying solutions. 

 The Contingency Planning Group 

monitors departmental risk 

registers on a regular basis. 

 The CCTV Working Group 

monitors usage of CCTV. 

Representatives from relevant 

services and corporate services 

also attend this group.  

 

Minutes of the four sub group meetings 

are referred to the Risk Management 

Steering Group. 

The Risk Management Steering Group 

oversees the Risk Management budget of 

£250,000 which is used to invest in areas 

to reduce the risk of claims or expensive 

litigation. 

Key Actions 

The Risk Management Steering Group and the four working groups will continue to 

function for the life of this Strategy. 

The Authority should continue to commit £250,000 per annum to the Risk 

Management budget to be used to pump-prime risk reduction initiatives. 

 Bids should be approved for a maximum duration of 18 months. If no funds 
are called for in respect of an approved scheme in this time, the bid will 
lapse.  

 Corporate bids should be funded up to 100% whilst Departmental bids will 
be match-funded i.e. maximum 50%.  

 Bids for improvements in school security should be funded on a 50:50 split 
with Risk Management providing half and the LEA or School’s Fund 
providing the remaining half.  

Monitoring 
The Risk Management Steering Group should periodically review the success of 

individual initiatives. 
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MANAGING RISK 

 

In managing risks and opportunities each element has to 

be assessed with a decision made on the best course of 

action based on the 5 R’s. 

 

 

 

The main areas for consideration in this strategy for managing risk are: 

 determining what risks need to be managed 

 the risk register 

 the risk management budget 

 Safeguarding risk register 

 
 
 

 

 

Risk 
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Remove / 
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What risks need to be managed? 

Risks can be broadly split between strategic and operational risks. We need to ensure that 
all risks are picked up on the “Risk Radar”. 

STRATEGIC RISK 

CLASSIFICATION 

Examples of Risks/ Failures/ Hazards 

Political Failure to adequately define strategic priorities –e.g. 
compliance with the Wellbeing of Future Generations (Wales) 
Act 2015 

Delivering on Government Agenda  

Meeting Electorate’s Expectations  

Economic Global / National / Regional Economic Climate  

Availability of finance  

Social Meeting the needs of disadvantaged communities / groups  

Impact of demographic change  

Crime and disorder  

Technological Capacity to deal with the pace / scale of technological change  

 

Legislative Formal intervention by regulatory bodies or inspectorates  

Judicial Review  

Environmental Impact of Council’s Policies e.g. Planning and Transportation 
Policies  

Competitive  Failure to deliver high quality services  

 

Customer/ Citizen Failure to engage with the Public  

Public and media relations  

 

OPERATIONAL RISK 

CLASSIFICATION 

Examples of Risks/ Failures/ Hazards 

Professional  Recruitment / retention of specialist staff  

Inefficient / ineffective processes  

Financial Adequacy of budget management at a service level. 

Legal Failure to meet statutory duties 

Physical Loss or damage to physical assets e.g. buildings, vehicles  

Attacks on personnel 

Contractual Failure of contractors to deliver goods or services to the agreed cost 
and specification 

Technological Development and delivery of I.T. systems to support service delivery  

Embracing new technology 

Environmental Impact of Environmental Policies on individual services 

Information Management of information at a service level  

Data Protection  

Control of personal information 
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The Risk Register 

We as an Authority are following the 7 

Principles of Good Governance set out by 

the Chartered Institute of Public Finance 

and Accountancy (CIPFA) and the Society 

of Local Authority Chief Executives 

(SOLACE). Risk Management has a key 

role in supporting the 

 Well-being objective of ‘Building a 

Better Council and Making Better 

Use of Resources’, and 

 The principle ‘Managing Risks, 

Performance and Finance’  

through managing our risks and 

performance through robust internal 

control and strong financial 

management. 

How we do this is through the use of Risk 

Web software tool to identify, mitigate 

against and monitor key risks. At a 

corporate level a Corporate Risk Register 

is maintained which is reported to and 

approved by the Corporate Management 

Team (CMT) on a 6 monthly basis. Each 

of the Departmental Management Teams 

are responsible for ensuring that the 

departmental and service risks are also 

captured via this system, are monitored 

and are linked with business plans.  

The growth in specific projects, 

particularly those benefiting from grant 

funding, has seen an increasing use of the 

Risk Web system to identify, assess and 

track project based risks. 

The Wales Audit Office (WAO) Corporate 

Assessment 2015 identified some areas 

where the use and monitoring of the Risk 

Register could be improved, namely 

variability in the updating of 

departmental risk registers and links 

with service business plans. 

Key Actions 

Departmental Management Teams will continue to ensure that their Departmental 

Risk Registers are refreshed on a regular basis and track progress against identified 

risks. 

Risks identified during the business planning process will continue to be captured 

on Departmental Risk Registers. 

Monitoring 
The Audit Committee and Corporate Management Team will continue to monitor 
the Corporate Risk Register on a 6 monthly basis. 
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The Risk Management Budget 

The Risk Management Steering Group 

has funded several initiatives since the 

last strategy which has reduced the risk 

of claims or expensive litigation in some 

key areas including: 

 Deprivation of Liberty 

Safeguarding in response to the 

significant implications for the 

Authority of the Supreme Court 

Judgment in P v Cheshire West 

and Chester Council and P&Q v 

Surrey Council. 

 Security and safeguarding in 

schools by funding bids to 

improve fencing at schools and 

the introduction of a thermostatic 

management system in schools. 

 Hand Arms Vibration Syndrome 

relating to the purchase of new 

equipment to enable the Council 

to meet the requirements of the 

Control of Noise and Vibration at 

Work Regulations 2005.  

 The digitisation of records across 

the Authority. 

 Training initiatives for the 

Authority’s drivers to reduce the 

risk of accidents occurring. 

 

 

 

 

 

The use of this budget is always a key area of 

discussion for the Insurers at annual review 

and the risk budget commitments give them 

reassurance in areas such as fleet safety and 

the health and safety of staff in vulnerable 

occupations. 
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Safeguarding Risk Register 

In response to the CSSIW Performance 

Evaluation in 2015, a Corporate 

Governance on Safeguarding Group was 

set up to have oversight of safeguarding 

across the Authority. The Group reports 

to CMT on a regular basis.  

It is responsible for the Corporate 

Safeguarding Policy and annual reports 

in relation to safeguarding. Following a 

review by WAO a recommendation was 

made that a separate Safeguarding 

Register should be kept.   

A separate risk register for safeguarding 

has been developed and maintained with 

lead officers allocated to oversee 

specified risks. 

The Group is chaired by the Director of 

Community Services (Statutory 

Director)and includes the Director for 

Education & Children’s Services (Lead 

Director for Children and Young People); 

the Assistant Chief Executive, People 

Management & Performance or his/her 

representative; other departmental 

representatives as nominated and a 

Children and an Adult Protection 

Services lead. It meets on a monthly 

basis.

 

Key Action 

The Risk Management Unit in conjunction with the Communities Business Support 

Unit will continue to support the Corporate Governance on Safeguarding Group 

through administering their Safeguarding Risk Register 

Monitoring 
The Corporate Governance on Safeguarding Group will monitor the risks on a 6 
monthly basis. 
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CONTINGENCY PLANNING 

The Business Continuity Institute defines 

this process as follows:  

'Business Continuity Management is a 

holistic management process that 

identifies potential business impacts that 

threaten an organisation and provides a 

framework for building resilience with 

the capability for an effective response 

that safeguards the interests of its key 

stakeholders, reputation, brand and 

value creating activities.' 

Incidents can happen, and when they do, 

they have the potential to threaten and 

disrupt the lives of individuals, 

businesses and communities. 

Since the 2012-2015 Strategy, significant 

progress has been made with regard to 

Business Continuity. Under the Civil 

Contingencies Act each Authority is 

required to compile a plan directed at 

identifying how the Authority will deliver 

services to the public in the event of a 

significant incident or civil disaster.  

This is distinct from Emergency Planning 

which looks at how the whole area is 

capable of responding to an incident ie 

including Police, Fire, other Local 

Authorities, Health Bodies etc.  

A Business Continuity Working Group 

was established to assist in developing 

the Authority’s Business Continuity 

arrangements. It includes Business 

Continuity Champions from each 

Department together with four 

“specialist officers” from People 

Management, Information Technology, 

Property and Highways & Environmental 

Services. 

There has also been a Departmental 

Emergency Planning Group to provide 

the overall emergency planning strategy 

for all departments within the Authority. 

In 2015 it was decided to merge the two 

Groups into the Contingency Planning 

Group to provide the overall emergency 

planning and business continuity 

strategy for all services within the 

Authority.
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This Group will: 

 Ensure Emergency and 

Business Continuity Plans and 

Procedures are updated on an 

annual basis.  

 Provide a multi – service 

forum to share best practice 

and procedures for dealing 

with Civil Contingency and 

Business Continuity issues.  

 To assist in the preparation 

and participation of multi-

service area training and 

exercises to test Corporate and 

Service Area Plans. 

 To be able and ready to 

respond to any event that 

requires a response from any 

service area within the 

Authority.  This may result in 

attending either our 

Emergency Control Centre or 

another centre as deemed 

appropriate at the time.   

 Monitor the corporate risk 

register. 

 The Group is reviewing the 

frequency of its meetings. 

Key Action 

The Contingency Planning Working Group will continue to provide the overall 

emergency planning and business continuity strategy for all services within the 

authority. 
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RISK FRAMEWORK 

It is essential to maintain a strong Risk 
Framework. Effective Risk Management 
relies on Members and Officers having 
the required skills to understand their 
roles and contribution to effective Risk 
Management.  

 

Risk management training has been 
delivered to Audit Committee and 
Executive Board Members as “key 
individuals”. 

 

“Key individuals” also include Officers 
sitting on the Risk Management Steering 
Group, the Risk Working Groups, the 
Contingency Planning Group and other 
groups.  

 

 

 

 

 

Training requirements will be reviewed 
on an ongoing basis in the light of 
changes in circumstances such as Local 
Government Elections and changes in 
“key individuals”. 

 

Member training was delivered 
following the 2017 Local Government 
Elections to ensure that Audit 
Committee Members were fully up to 
speed with their responsibilities.  

 

As previously mentioned, the WAO 
Corporate Assessment 2015 identified 
variability in recording and monitoring 
of risk within service areas and the need 
to fully integrate Risk Management 
within business planning. This has been 
addressed through refreshing the 
business planning process and regular 
corporate and departmental monitoring 
of the risk register. 

 

 

 

Key Action 
Ensure adequate Risk Management and Contingency Planning training and 
guidance is provided to both Officers and Members. 
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RISK PARTNER  / CHALLENGE 

Previous Risk Management Strategies 

(2003 onwards) have recognised the 

significant contribution made by the 

Authority’s brokers, Marsh UK in 

developing the Authority’s approach to 

risk. Also it recognised that Marsh UK 

represented some 15 authorities in South 

& Mid Wales and provides a 

comprehensive risk service from their 

Cardiff office.  

Their strength in South & Mid Wales has 

continued and there continues to be an 

apparent lack of any realistic alternative 

provider.  

In addition, their assistance in the annual 

renewal of insurances and in ensuring 

that Insurers progress issues / claims to 

the Council’s satisfaction arguably 

produces savings far in excess of the 

annual fee payable. (The fee is not 

identified in this strategy due to 

commercial sensitivity)  

As with the 3 previous strategies, 

covering the period since 2007, there 

continues to be a very strong justification 

for negotiating new terms specifically 

with Marsh UK to continue to act as the 

Authority’s External Risk Advisor / Risk 

Partner for the life of the Strategy.

  

Key Action 

The Head of Revenues and Financial Compliance be authorised to negotiate terms 

for the continued engagement of Marsh UK as the Authority’s external risk advisor / 

risk partner. The negotiated terms in line with financial procedure rules will be 

subject to formal approval by the Director of Corporate Services and the Head of 

Administration & Law. 
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 EMERGING RISKS 

The world is changing rapidly especially 

in light of technological advances and 

this brings both new opportunities and 

risks. A Digital Transformation Strategy 

2017 – 2020 was endorsed by the 

Executive Board in May 2017. 

Cyber Risks - The nature of the services 

we deliver make it critical that we 

provide a secure place to conduct 

business. Cyber is not an event. It is a 

conduit for events to occur. Cyber risk 

can be identified as “any risk of financial 

loss, disruption or damage to reputation 

from some form of failure of information 

technology systems3”. This includes 

accidents as well as attacks, the latter the 

majority of the risk and cost. Attacks can 

be categorized into three levels; fraud, 

organisation “take-down” and system 

failure.                                                                         

A Senior Information Risk Owner (SIRO) 

from the Corporate Management Team 

has been identified and the Corporate 

Information Governance Group oversees 

issues that need to be dealt with in 

regards to Information Management and 

Security. It reports to the Corporate 

Governance Group (CGG) and the 

Corporate Management Team. The 

minutes from CGG are reported to the 

Audit Committee. 

Project Based Risks - The Authority has 

a significant capital programme of more 

than £210m to deliver over the next five 

years including external funding of over 

£85m. It will also be delivering a plethora 

of other grant funded schemes and 

projects with associated risks. 

The Risk Management Unit provides 

access to the Risk Web Software and 

support to departments in setting up 

new schemes and advising how to input 

risks and control measures which can 

then be tracked. This approach is 

encouraged by Grant Bodies and it is 

envisaged that this facility will be 

increasingly used. 

A major project, the Swansea Bay City 

Deal was agreed by UK and Welsh 

Government Ministers in March 2017. 

There are three specific projects for 

Carmarthenshire – a £200m Wellness 

and Life Science Village in Llanelli; a 

creative industry project at Yr Egin in 

Carmarthen; and a skills and talent 

initiative which will support skills 

development for all eleven projects. 

Delivering the City Deal and Wellness 

Project has been identified as an 

individual high risk project and is being 

monitored via the risk register

 

Key Action 

The Risk Management Unit will continue to support departments in setting up 

Project Risk Registers in Risk Web to link with specific projects. 

                                                                    
3 Institute of Risk Management 2015 
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